<?php
// Enqueue the Google reCAPTCHA script
add_action('wp_enqueue_scripts', function () {
// Only load the script on the configurator single post
if (lis_singular('amz_configurator')) {
return;
}

wp_enqueue_script('google-recaptcha’, 'https://www.google.com/recaptcha/api.js', [], null,
true);

h;

// Add the reCAPTCHA widget before the submit button

add_action('wpc_before_quote_form_submit_button', function (Sid, Swpc) {
Ssite_key = 'YOUR_SITE_KEY'; // Replace with your Site Key

Serror_id = 'recaptcha’;

echo '<div class="g-recaptcha" data-sitekey="". esc_attr(Ssite_key) . ""></div>";

Serror_attr['class'] = 'class="error ' . esc_attr(Serror_id) . "-error"";

if (Swpc->store) {

Serror_attr['alpine:text'] = 'x-text="". Swpc->store . '.getNotice(\" . Serror_id . '\')"’;
}

echo '<span'. implode('', Serror_attr) . '></span>'; // phpcs:ignore
WordPress.Security.EscapeOutput.OutputNotEscaped

}, 10, 2);

// Validate the reCAPTCHA in the form submission hook

add_action('wpc_quote_form_field_validation', function (Svalues, Serrors) {
// Check if the reCAPTCHA response is present

Srecaptcha_response = sanitize_text_field(S_POST['g-recaptcha-response'] ?? ");



if (empty(Srecaptcha_response)) {

Serrors->add('recaptcha’, _ ('Please complete the reCAPTCHA.'));

return;
}
// Verify the reCAPTCHA response
Ssecret_key = 'YOUR_SECRET_KEY'; // Replace with your Secret Key
Sverify_url = 'https://www.google.com/recaptcha/api/siteverify';
Sresponse = wp_remote_post(Sverify_url, [

'‘body' => [

'secret' => Ssecret_key,

'response' => Srecaptcha_response,

1);

Sresponse_body = wp_remote_retrieve_body(Sresponse);

Sresult = json_decode(Sresponse_body);
if (empty(Sresult) || !Sresult->success) {
// Add an error if reCAPTCHA validation fails

Serrors->add('recaptcha_failed', _ ('reCAPTCHA verification failed. Please try again.'));

1, 10, 2);



